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“Ping” B “Route”f, AL E WA A 2.

I E AN ® pr O =H

Hid Y |
PRI EHTERE: 12T RE T LLFR E B RS 5T I ) FORT IS4 Internet.
B E] = A N\ IE 0 1 B S I )

STP
STP Opm ©=zR

STP (Spanning Tree Protocol) J& 4 S FIMM I FE LR 'S o 2 W CnT B T 3R M 4%, i
—E WISRIESE AR TUAR, (RIS HG P  W 5 AZ B FSOTC M B (R AR TR D 2%, AT 38 4 1 SCAE 2R
A 5% v R385 A TG BRI

A E

21/76

Add: BIITTER XM E=$1EKH 370 5 A06 ¥ 11 2
http: //www. four-faith. net ZRHLE: 400-8838-199 Fax: 0592-5912735


http://baike.baidu.com/view/1321687.htm

Four-Faith F3926_DS {QH—J iﬁﬁ‘ HH | 5
BB [Four-Faith

45 |

s | |

MTU _ Auto v'; |

BREHBE LR EXNFERF, BT DMARKREHENKE 39 MEFIIAFK.
FENALEE S TR AR IR TR EHLE 534 . —L ISP GEE ZR 2 W% 1SP)
SRR AL L LR SR . S ISP BRI 5 I RS R B EE T L
LEEL . FERZHEIELT, RFFXLEE RS EHTLLT .

MTU: MTU 8H &R KGR IT. SRR o B M E T BB A& f B R vr it ek
BAH - BRCIRES B 3, o] DLFahiim Nk B AT A d i oK BUE . U A IYERA 1200
F| 1500, X T KZ% DSL HPME, @UEH 1492, &YX —HELL T 1200 F)
1500 YRRl Yo Gn Ay K fh 4 R 5 0 I8 1) LR R B £ MTU, & $E<H 2 1% 1.

v

gzgzﬁﬁﬁﬁ LIORT 34 12 21 ph 2 LUK W 3 11 07 0 2% 350 B HEAT B 0
FHIPHL L [ 1o2]] 1eg][  1][ 1]
IR [ 2ss]{ 255|{ 255) o
EES o) o ol o
&HDINS [ o[ o[ o[ o

ZoHh 1P Hhihk: ROR AT UL R RN E B0 By 1P Hhhk

TR Fonn] LR RN E B E08 R P Mokl 7R,

PISG: BB E ARG, A ERINTE, ) P G A 6 2 AR 1) ik

ZHt DNS: DNS R 454 B2 & i # N IR 25 48 5 2h 7 i, AR H O DNS AR 454k i 1
fFs e rT SN DNS Jr8548, nl DAESE HIX L nT 521 DNS R4 a%. &1, BROARE

P28 bk AR5 251X B (DHCP)

XU E TR 1 AR 03 A& MU B B (DHCP) RSS2 INAEHEATICE « B s vl AR
NS —A> DHCP 4545 . DHCP r%5#% Hal M 2 & — G iHEHL B —A 1P Hb
bk dnFESE S I AR DHCP ARSS2HIEIT, AT LUK J5 38 b BT F i 15 B R 1 )
SREL TP HihEA! DNS, FEEfERIEM LA e DHCP R4 & .
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DHCP 258 | DHCP [R5 v/

DHCP IR%5% ©@em O=A

s TPHL 192.168.1. 100
BHDHCPR P | s0]

& P imtE LR (A 1440 5344

HADNS 1 [ o[ o[ o[ o
HADNS 2 [ o[ o o[ o
BONS 3 ol o o o
WINS | wll @ wj]
JDHCPEERDMSMasg

HDNS{ERDNSMasg

L DHCP A3

DHCP £%; 045 DHCP 5525 F11 DHCP #% K %% 9
25 E B DHCP 3k 23 %i N DHCP [f R &5 #sithbl, R

DHCP 28 |DHCP %8 + |

DHCP R4 58 [ ol ol ol 4

DHCP flR%%%: DHCP 7EH) [BHEBINE . WM &4 DHCP ks, siE &
AN DHCP k45#%, W2, 5 URiE+ DHCP % K 48 WIE A\ AH ¥ DHCP k45
7% 1P,

ACLE 1P Hudk: F NV 1-254 o N—ANEUE, T DHCP JIRZ45 5000 1P Mk r &2 46 15
RN A BE FH 28 I BRIA TP HibEh 192.168.1.1, FrLA, d&4n 1P HuhE 20k 192.168.1.2 B
KA EE 192.168.1.254 /NMUEUE . BRINMIALLE TP HotiEh 192.168.1.100

B K DHCP AP 3. i NfEAE DHCP &40l 1P Hubk (i K . X AN EA
Refiid 253, H IP dgashbim A~ BoARe KT 255, BRIAEUE S 50.

B PR E: i P b G 1P sk 2 B . SN DL oy B
O], IXRE, ST T IXAEA P bk, shA P MRS, S A RS T
FUI= AN TP Mk, BOAKE N 1440 2040, £F 1 K. AT EEHE 0-99999

A& DNS (1-3): SRAZMENT RS (DNS) F T HL K OR339 T 4% B 36 i A BB 9
hbEk URL CEAEHEEM ). BH ISP /0S4 18—/ DNS IR0 1P Mtk
ATLAI N 23k =4~ DNS 454 1P bl i o (6 Fax de bk, ] DL 2% IE7E T/ER DNS
IR 25 25 A AR g ]

WINS: e R4 HFEM a2 IR (WINS) & H 5 H B BT Ea e — G B, e
Al WINS fR%5#%, WEAEIX B Z RS4RI 1P Hikk. B0, AESEHbE.
DNSMasq: & 132 N #0418 24008, 38 g FHLiE T, R H DNSMasq 1 BLAF M
SyHC 1P HihlEF1 DNS, # AN i%E$ DNSMasq, NIRHA dhepd AR%S 8T M$RE TP Motk A1 DNS

23/76

Add: BIITTER XM E=$1EKH 370 5 A06 ¥ 11 2
http: //www. four-faith. net ZRHLE: 400-8838-199 Fax: 0592-5912735



F3926-DS {5 FH 5t B +5
B [a] i B

NTPERH © g O=zm

CHiES [uTC+08:00 v

B4H (D5T) SARE—TENE - CARE—TEHE v
REBIP/EHS ]

NTP & F¥i: JFE N RGN R — i Thag, RI%E RG]

BRIX: 7612 XEIZ 12 X, @ H e S e

B4 R4EA i E ke

BR4528 IP/EHLAZFR: IR NTP RSS20 1P bk, K 32 NF4F, AL RG4S BRINETLIR
% %5

R HER ]

B [ 2002 3[ 12][ 1] =1f{ 15| |EE S

N ZRGRHERS TA], R PRI 0 i RIS T, B0, WMBECRGE I E] . D R GRS ) 2
E, RFHEAETCIEIRHE] NTP 55 I, 7T LLF30 8 RGN

SERBEUE, Pl RERE S HR EEE AR, oy B R A S i 2, Bl e
B B R IO S 2. 5 B AE B AL T B A

3.3.1.2 7 DNS(DDNS)

WIR S 2§ Internet FEAZRAFH) 1P ik HIZE RS/ HL, B H &S 0RS ) 1P Bk #Rw]
REAN—FF o AEX MG R AT LR Bt ik %, A2 SR (RS VP i it — A4, 13848
GR 20 BB R AR U AT R30S 1P bl o X, I8 I U7 R4 i eT LA ) B 2K HH A4 R )
Internet IP bk

DDNS fR45: UL S R R0 DDNS AR4545, @1: DynDNS, freedns, Zoneedit, NO-IP,
3322, easyDNS, TZO, DynSIP. i&H] L H4TE X

DDNS fR%: [3322.010 v

P& |

= : - O gz
Tl | |
28 £

] e ]

TR S ER TP @@= 07

F 4. M){E DDNS RS asENI - 44, BRI 64 D fF
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FH: F 7 {E DDNS %5 S M - A BN 3, R 32 N7

FEH4: HFTE DDNS RS S HER ENA,  HETH NK RS B BRI

KA ARG

BEA: &5 CFEERT, B84 OFF. ON BON# *.host.3322.0rg %5 [A] T host.3322.0rg
A P AN TP A o F5 B4 F AN A0 1P Al

B4R [ 10] (3if: 10 %, 3868 1 - 60)
SRBIEBTIERE: AR, AR BE ARBTG5 HE H A DNS B 554

DDNs thE

Fri Mov 25 13:53:32 2011: INADYN: Started TNADYN Advanced version 1,96-ADV' - dynamic DNS updater.,
Fri Nov 25 13:53:32 2011: INADYN; IP read from cache file is '192, 168.58. 222", Mo update required,

Fri Mov 25 13:53:32 2011: LINADYN: IP address for alias 'testsixin, 3322, org’ needs update to '192.168.3. 38’
Fri Mov 25 13:53:33 2011: LINADYN: Alias testsixin, 3322.0rg' to IP '192. 168.8. 38 updated successfully,

WEEoR HANERAPRE, CamEad B rEE

SEREEE, PR E S HR EEE AR, o B R A S i 2, Bl e
B B R IO S 2. 5 B B AL T R A A

3.3.1.3 MAC bk wfE

e ISP AJ RE BRI MHA 1) MAC Huhlt. 0 ISR BT E MR MAC Hihk, %80] UK
% H 251K MAC Hidil 50 % 9 ALE ISP 11 MAC Hidik .

© R Ozm
TERELANCIMAC | ool{ aal{ eel{ cc}{ ool{ 4
TRV ANCIMAC [ oo}{ aal{ ss}{ cc}{ oo}| 45|

T LEMAC [ oo{ aal{ Bel{ ccl{ ool 45|

Mac Huhi 50 AT LT % 3 N4y, —NJe LAN DRalE, — & WAN DRk, B—4
JE TR MAC Hilik 5o, FEFERMAM A, F—. MAC Hili A 48 fir, AR ERZ HT
Hihl, BPEE—NFROZON . B BT IR LAN A MM bro EE—i, Frid
KT bro () MAC il 1 LAN ) MAC #ihik 5 628 MAC Huhik i %8 /M H5E

33.14 E&EH
TErm B U B, v LA B s TR B S s B PR, d U et =,
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T Bt EEE

TR SRR TR, R SILSE Internet FEAFERE, W LRFFBOA R E M
K NTRZHM T, BVUERINRRED . dn R AR W 2% R A % 3 1% i Zh g, I
PR &%

AR H
A i
#O kL v |

LI RELE P AR 2 N AN ] o B A4S R IO B85 5 2% BB 8 BT 5 I 28 A1 J= v A 4 B o8 e gk AT
SR, 5 HANE R ARSI R . 1 BAR PR IR AN H br 2 8] 0 /0N B B0R w2 0 285 6 1Y) 9%
i

Z%F WAN I8 WA HIhAE, 15183 WAN o %7 LAN MIEZ 8 FHiZohfe, 15k
P LAN&WLAN. ZXF WAN fil LAN [FIl B FiZIhEE, HEBmE . Z5 P 5dE i
O EEhA B ThRE, WE R EREA R E AR

N g
TELERK B R 53— W 2 B B B RS B B T RS PR A R ik MR S AT )
B (s ot P2 A 2 A% i 2R 5E AL B 4% 1T TS 1 52 R R A )

Rl
EERERS
s B i
WA
BEILAN IP
F PR
[

O

BEEERS: 1-50 MEAKH

BREHAFR: FH e B AR, B KA BARIN 25 F7F

BB JhiHhkE H bRk 2 168 i R R A . Y 0-9999

HEJ LANIP: Hix IP Hidik 2 i 6 B i B 00 0 28 Bl = ALK Hhudk o

FWHERG: XA B I 1P bk (R sRAN 58 2 2 2 7, BRI 9 WL 53 o

WRISG: X AT FOVFIK F 28 A0 H 28 Bl L2 TR 3EAT IR 2R 1) X DG & 45 1) TP Hidik

B0 RYEE P LT E, "k LAN FIJEZs WAN (Internet) &5 113
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]
LR MR AW B I RS, TR RN R T, s BBt EAE
B AR VELRER RS R, R B BE R 1A
BhEE HAlE |

192.168.8.1 255.255.255.255 0.0.0.0 WAN

192.168.1.0 255.255.255.0 0.0.0.0 LAN & VWLAN

192.168.8.0 255.255.255.0 0.0.0.0 WAN

169.254.0.0 2553.255.0.0 0.0.0.0 WAN

0.0.0.0 0.0.0.0 192.168.8.1 WAN

SEREEUE, Pl RERE HR EEE AR, e B R A S i R, Bl e
B B R IO S 2. 5 B B AL T R A A

3.3.1.5 M4

AR FIHE

Bridge 0 | bro| sTP[off %] Prio| 32768] MTU| 1500

no

wlan0 ral

Brgrh- QM. G — TR, B, STP RIS, fRA] BLE
PRI . SARKECy, BA Rt

BrEh-1aIRBIMIME: OV GRS AR A R B D NI AR

LFTHHESIR: TR AT RYR

AR TR T
FERIEE MM h S mi i A, SRS B R O E B
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Fo:.lr-Falith @]E F3926_DS {EJ’HUE%‘H
Il FBF
Bridge 0 | bro| sTP[oOff »| Prio| 32768| MTU| 1500
Bridge 1 | br1| sTP|Off ] Prio| 32768 MTU| 1500 JEHES

BRI G AR AT, 55— bro ARR MM FK,  STP AU 75T /8 25 s 101,
Prio AU A MM X I Se 55 20, B0/ MRR S Gol R, MTU AR IR K &S oo, 3R
N 1500, HATE, WMIER, 285 S ORA7 s BT, U B Ffr 7 f) R A o P P

B FE

Bridge 0 | bro| st [off ] Prio| 32768| MTU| 1500 JEAIES
Bridge 1 | bri| stp|[off 8] Prio| 32768| MTU| 1500] [ETES
TPt | 192] 188 2| 1]

FRIEHR | 2s5|| 255|| 255) o

AN S DAL R 7t 0 V1 o U LG RSV s Y VA EE 175 IS ¥ T
R A AR E A AT DS R

1593 FIEF

Azsignment 0

Interface [eth2 | Prio| 63| [l

BEWHE TR YR M, AT AEA F R DHRIRE) S G2 AR, 004 brl #9 R
FEUREE N ra0 B0 (RIEZRE: D), W RAR
W AIFRE

Assignment 0 bri | Interface a0 ] Prio| 63| EHES

Horp Prio REFEMEEH, A Z N O/ F— NN Eca H, B MRER

R TN A AR A

VERG: AR A — 28 WAN DRI, Mz AT LIgEE, BT oh eIt 4 &
T LAN O], AR5 WAN HZ65E .

AYRE R, TAE 2 i WA 53R o BT OGRS B, T
L EFERIR

no vlani
no ral

[

A brl (MR EAT DHCP 70 B i D) fe, 7 225 B 2 % DHCP Difig, #IZ
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~NA —=®
oo =S F3926-DS fi FF] 1 1] 15

#% DHCPD /148

mORE
FISEERE ath2 Oxme ©mg
FIAEELE vian0 Oxme ©me
FISEECE ra0 O ©we
FILEELE apcll O © mg
ISR wdso Oxme ©me
FESERE wisl O #me ©mg
FEEALE wds2 O © mg
FIESEEE wds3 Oxme ©me
FISEEE brl Oxme ©me

WOECE. FCE&Aum R, LR L ra0 i A5

FIEEECE ral ® i O me

MTU [_100]

g OpA ©=zH
Masquerade / MAT @E}Eﬁ G%Fﬁ

o o o o[ q
F [ o] o o o

RN R AT LA E i 1 B SR B, TELE BT
MTU: R4 HIT

HIFBHR: 25 AR K DhRe

Masquerade/NAT: s&75 5 H] Masquerade/NAT

IP #hihik: & ra0 1 IP ik, ASELL AR v 11 B0 X i 58
TR O E i R

EZXDHCPRE R

[0 »|[on & start| 100] Max| 50| Leasetime| 3600]

Z % DHCPD: ff i £ % DHCP JIR%5. &2 DHCP /IR 554 H s i s in,  BP o] i BAH ER (1)
Ao, oA s — MRS D ECE WA A R CRZERLE BR eth0), 25 —AMREERZE T3 DHCP
Difig, Start AARIFUEHIHBER £/, Max AR &% /ALK DHCP % 7 4i4l, Leasetime fA3#
B AL ], AR, B S s ORAT BRI AE AL
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EE: R B REAESERGT, REATUEE 1, mARE—XMHEZ24 DHCP
[] i v B

332 L&

3.3.2.1 EXRE
FEWHEO wio [2.4 GHz]

FLLE e ® gr O zH

¥ EO ra0 - S5ID [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]

TRER, [iBEIE CaP) v
FesFIEER (BN -

802, 11n {E4HET (B ¥

FERFIERE (551D) |dd-junjiniee

TeBuTia [11-2.462GHz |
WHERE |40 MHz (v |

] [upper ¥

FekssIDl % ® gR O =A
PlEAECE O =g © g
BN

JBR: It WIFL
A KM WIFL.
TRER: AP. %/, Ad-hoc. Hdk. rhdkifrie JUmh ATk,
TEM B
BE: RN HE 802.11by 802.11g. 802.11n FRUEAI T LR %% .
BG-IB4: [ARSZEF 802.11b. 802.11g AnifE B L% % -
X B: RS HF 802.11b bRk I L& ¥ .
X G: RI3HF 802.11g bRt L4 .
NG-IB&: [FIN 304 802.11g. 802.11n ARl L ¥ % .
U N: H3HE 802.11n FRAERITE LA
8021.11n fEHIE: 7E LML BN I N7B, I PRAE LA
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G CUIEHE, BT, BA T 802.11a/b/g &AL A R B, A HA
REGEE A E. WRAESEHE 802.11a/b/g B& A MG, BRIENER
ATREP AR . HRE
BA: MG S R, (H2 b Frmh i
ToR W 45 44 (SSID): Jo 2k W 26 Hp T A 1 4% JL 2 I M4 44 FR, BT 1 4% 1 SSID J& — (1. SSID
HEF AR, X KRANE, A 32 M.
TLHE: A 1-13 HuE RS, 2N TR EFHAET, HRREE S e k&8
PUERE: 20MHZ 5 40MHZ n] fitig %,
WAH: MUE N AOMHZ B, ATIEFE upper B lower.
To£k SSID 1%
JaR: T # SSID.
M. [y SSID.
P 25 Bir B -
EFEE: iRk et b, — BRI O .
RHTEE: WA mAS L, 1P bR EFIRE .

[ © e O 2
HIER OpR ©=zA
Masquerade [ MAT OF):-RNOF - 3::
IPHEAE [ 102|.[ 1e8][ 1][ 1
F I [ =s5].[ 2s5].[ 255 o]
BRED: SERnardn— N ERED . minkshn, Sdgk, aTRRBREEEL,
Efl O
E##¥0 ral SSID [dd-wrt_vap] HWaddr [00:AA:BB:CC:DD:16]
FERRlER-E ( 551D dd-wrt_\rap |
FSSIDr i @gr O=zA
AP 37 OBl @xA
FlsEEcE Oxmpr © s

AP ML T TS T im i s R, 2 R BEVT A AP JERZ I B 2 M 2% .
ER: REE: RETS, EERC LA TR AEHEA, TR, <%
PTG, 1 S sl B R, FEIC Bk T

3322 EREE

Tk %A T XHERI T M 1) 2 e TEIATRCE . ANB% i3t 7 Aok 2 e s
BOASEH, ARz e ineae 2 eia, 15 i BT SZ B A2
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TS wlo
MO ra0 SSID [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]
22487, =3 v|
ik
TS wlo |

IPEN rad SSID [four-faith] HWAddr [00:0C:43:30:52:79]

LA, [wep v

IR ® Fr= O H=FH
BRI ®1 020304

I | 64 bits 10 hex digits/5 ASCIL ¥ |
ASCIIHEX O asci @ Hex

BT |1111111111111111 |
T4 1 262768597

5 2 [154D10D294 |

4R 3 [boc4ze1ess |

4l 4 [31F 1ADB558

WEP: & —FEEARMINE 5, 22 VEA W WPA.
BPERAL. ] DLk BT et 5 .
BRIMERMIEEH . B HZEY -8 4 PR E—A At n = 46 F 13 4 .
D% : 7764 bit 10 hex digits/5S ASCIIT”,”128 bit 26 hex digits/13 ASCII”, #] 7| FH i 17 45 18 2E ik
LTINS
64 bit 10 hex digits/5 ASCIL:AE—NEEN 10 47 16 #6727 5 17 ASCIL IS F4F
128 bit 26 hex digits/13 ASCIL: & — M8 26 A7 10 Bl FFFE0E 13 A2 ASCII i
TR
ASCII/HEX: ASCILE# % H 4 ASCII i,
HEX, EFFEHN 16 SEf5.
BATHE: FRA ARG
A 1-FEA 4. T LFB)E S 0] I e AR AR AR N PR I8 AT R T AR
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Four Falth @:

E#EES wi0

F3926-DS fifi i 150 1 17

WIEC ra0 SSID [dd-junjinlee] HWAddr [00:44:BB:CC:DD:15]

e | WP Personal v

WRARE |AES v

WAL =R [RT— | O grmn
EFAEREE AR (B ) 3600 (% 2600, faf 1 - 09999

|r~

WPA Personal/ WPA2 Personal/ WPA2 Person Mixed: #Zfit =Ff WPA %75, TKIP 1 AES,

TKIP+AES, KM ME

1 WPA Personal 1 WPA?2 Personal 5 7 IR 4 -

WPA FLEFELH:  8-63 (7, HFRAETAHM.
B TEH TR EIRE (FP): 1-99999,

BEFE O rad 551D [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]

TEAE, WPA Enterprise v

WAL | 2ES =

Racius45i0 IR 45 S84t 12].[ 1es].[ 1].[ 110

Radius4Ein IR 88i%0 1812 | (3 1812)
Radiussn = 24, [ssressssnes] O] esamgg
T AN 8 3800

WPA Enterprise/WPA2 Enterprise/WPA2 Enterprise Mixed: 1>\ WPA/WPA2 JIlI %

PR EPE Radius WIF RS 25 .

WPA H % AES/TKIP/TPIP+AES.

Radius SAURF#HbE: JEHE2] 8% H 2500 Radius IR %54 IP.
Radius SRR S28% 0 : Radius AR%5#% &, radius ARSSE F 1H)om .
Radius SPGEEFEH: Radius k55 25 F1ES H 2% 2 8] i 3L 22540

25 7 BB A [5] [B) BB (BD): 1-99999.

333 R%

333.1 BR%

DHCP A% 2%

4], TKIP+AES, Hi&EH TKIP 8 AES. WPA Person Mixed,

, B&

DHCP A2 55 2 N AR A I ¥ 4570 P TP bk (¥, ARAT DLHEA 208, S8 )5 BB E il B E
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RE O/ ZH)— T DHCP HI$FIR LI AE

DHCP E#3&
CHCPd B hnieTm

[ | Ii ] s

DNSMasq

DNSMasq & A DNS iR 5545 . XKl BT A CATI EHLN DHCP (BhASFIERS) [ H 5
DA KL FE DNS R 25 2% 1 AN ZEA71¥] DNS 2% H 2 FK. AHh¥) DNS {4 J53 ™ k%) DHCP
B iR R AS I 3IAS DHCP L4

DNSMasq

DNSMasg ©pm O=zm
FHIDNS OpR @=A
No DNS Rebind ©pr Oz
DNSMasq FHE

ZHt DNS: SRHIAHL) DNS, 76 1% & JUIH o] DL B DNS s #%
No DNS Rebind: j&5 FHI & AT AR (kb A8 T35 U i 6 HH 2 4 3 Web 4611, & —Fh e 4
it
DNSMasq Pt AniEIH: v LA E A — AR, AR E SR E .
il -
F A E il dhep-host=AB:CD:EF:11:22:33,192.168.0.10,myhost,myhost.domain, 12h
KR L% & : dhep-lease-max=2
DHCP R4 %3/ IP [ : dhcp-range=192.168.0.110,192.168.0.111,12h

SNMP

SNMP (fii] BRI BP0 o X2 — M N HT iZ IS B . BdZe i SNMP AR RE
A% . SNMP ACEHR WA 1F 5/ BV RERE , 7] AR ulidh &5 Rk — R B (thtndesk
ey BEHIE DU 19SS, ATIA BRI i H K. AR [E] MIB (T
FEE) PAEHERE. MIB & —FEdREH, T E SO LB A5 2R DL AT RAFE
i CHEQdT I B HD I T
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RigEET [public
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PrE: WA B R, % HE X

BRF: Mg, M5% )5

R HES NSRS

RgElfEs: Mg 5% um—8, RAERUR
BEERGT: I e M%) w8, RAESHUR

SSHD
J& H1 SSHD ik 55 J& # fe v it SSH % i i iz R U7 1) VR B £H 2 41 F R 4

Secure Shell

SSHd ©pgm O=zH

SSH TCP#s% Cpr ©=g

TR ®pm O =g

e 22 (FHE: 22)
winisA

SSH TCP ¥ &: /&7 3 #F TCP %) Yk
FOBF: 6T EREESR

B BeE SSHD [, BRA RS UEE R 22 30
BREH: WIEFERE, BRNIHRSEN SR EDFH 4

RgiHE
#%HE
FiEE ©gr O =M
HEESS @@z O=0
ITIRIRE S

AR PSR T, W4 T7 AU AR R B R R 55 A 1P Mk
TREREG A X ARG HERIERRS 4 1P il

Telnet
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Telnet

Telnet @ er O=zm
Telnet: J&i F 522 H] Telnet DiE

WAN i &t e
WaANE RSB

trafRFPE ® R O=zm

Ttraff SFRERR: 5 HBE L HRES TR

3.34 VPN

3.34.1 PPTP

PPTP iR %88
PPTPEE B
FPTPER S22 ®ep O =@
[T Opr @ =p
SEHIMPPENIE @ pm O =@
DHS1 |
DHS2
WINS1
WINS2
IrsEa31P
FEPIRP
FEHIF A EE(CHAP Secrets)

I JT S AR PPTP RS 2 S H #k e
o] MPPE JH%: J& 75 Z 50| PPTP ##lf MPPE %

DNS1, DNS2, WINS1, WINS2: & E/RIIZ— DNS, % — DNS, %— WINS, % — WINS
MRS 28 IP: K NES 0 231E A PPTP R4S 2510 IP ihik, M5 LAN sibbA—#f.

B IP: B g IP ik, 48 7008 XXX XXX XXX. XXX-XXX
CHAP Secrets: 7%/ i fifi F PPTP R S5H 1) H 7 44 A1 2505
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HER: %/ P ANREANE A DHCP 3 lc i) IP =8, B IXANEE LA RS AT L.
CHAP Secrets #%3N user #2544 password 7545 *

PPTP 7% ¥
PPTPE ik
PPTPE P EIET ©gr OzA
IR BIPDNSET | |
it [ ol o off o
A2 T FIHER [ B wl S
MPPENNE: mppe required
MTU [ 14s0] (F: 1450)
MRL | 1450 (Fg: 1450)
NAT © g O=zH
A& | DOMAINY\Username |
E4S [ | O 273

B % %% 1P Bk DNS £ #R%: PPTP JR%5 #5811 IP Huhk 535 5t M. ff) DNS 445K
WETW: L PPTP R4S 8511 A K

AT WG . e PPTP AR 55 2% 101 M HE 65

MPPE fn#&: &7 3#F MPPE % .

MTU: KA $T 0-1500

MRU: 5 KR IT 0-1500

NAT: J5FHE 25 NAT %

P 4: PPTP fR% &% it o i H - 44

FG: PPTP AR 55 2% Bt SUVF IO FH P 44 56 I 1) 25 i

3.34.2 L2TP

L2TP R %4
L2TPER# 3
L2 TPHR L B21ETH @ pr O=@
FE#IMPPENE & pR O =g
H 23 1P
FERRIEP
FHuF P ETE(CHAP Secrats)

W] MPPE JH%: J& 75 2R L2TP %4 MPPE %
BRSS 2% TIP: B NES I #1E  L2TP R4S %/ 1P sthhil, 5 LAN sl R—F.
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CHAP Secrets: 7 /i fifi F L2TP AR 550 89 FH 7 44 A 250

EER: &P IP AReAIEE 2 DHCP 2 ici) IP E5E, R ERXATEH PAAMOE AT L.

CHAP Secrets #% 3 A user HE* 25 4% password 75 4% *

L2TP % ¥4
LITPEFP5s
L2 TP P iRiET @em O=zA
BAFPs DOMAINY Username
=
L2TPHR£ 52
EEFF I
TR e ol o o a
MPPEINE injl:l_ue |'egui|'ed 1
MTU | 1450]
MRU [ 1450]
NAT ©@pr O=xm
FEUFCHAPLATE A @8 O35
4P APTAIEHHS ®s OF
AEFFLAERRE ®eg OF
L2TP fR%#8: L2TP R55#3 1 IP Hubik 56 Biff) DNS 4R
AT W L2TP k55 as P9 I it s 14 Ik 4%
AR T ARG : L2TP JIR55 &5 9 X T I 1 199 45 i
MPPE i : 215 3C+F MPPE N .
MTU: K445t 0-1500
MRU: i K#EZWCHIT 0-1500
NAT: 5 B 25 1) NAT %
P 4: L2TP % &% Fr suir A - 4
FhG: L2TP RS54 T Fu v 00 = 46 068 B 1) 2 i
RV CHAP AE: /2 3CHF chap WIE
48 PAP IEYMY: 2 BB SCHF pap IAIE
RYFAEM I 2 CRFER Y
3.3.4.3 OPENVPN
OPENVPN iR % i
BehzEi O wan up @ system

JahEE: WAN Up--- L£ )55 F, System---FFHL)E
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BREIEE ® cur O Cconfig File
R4 S24E: QO Router (TUN) ‘@ Bridge (TAP)

BLE®#&: GUI---JLHIALE, Config File---fic & CIHACE
PR3N : Router—FE I, Bridge---M i

Route 75 3:
Flsg e _D.D.D.D
FFfER 0.0.0.0

L& HkE: OPENVPN AR 55 i 70 VT [ 99 2% M bk
FMHERG: OPENVPN AR 5% i 70 VF 1K) 1 /A i

PP R :
DHCPHAIES Opm ©xm
fefsit [0.0.0.0 :
St 0.0.0.0
EES 0.0.0.0
- FIHERY [0.0.0.0

DHCP REMEN: 5 525 H DHCP B
ECEEHbE: OPENVPN IR 45 i 70 VR 7 Ui PR EC 46 Hh
Zimibht: OPENVPN R bty 70 VR 7 ity 1) 45 AR ik
M3E: OPENVPN fI 45 bifg 70 V52 7 i (1) X 9%
FRHRD: OPENVPN Jl 55 i ) fo 1 25 7 ity W9 HE A

| 1194 | (F%: 1104)
LN EIEY (UDP v

MEAFE [ Blowfish CBC v

Hash&EiE |SHA1 |

¥%0: OPENVPN IR 25 %8 1) W Wiy 3 11
JEEYHY: OPENVPN [l bl UDP 5 TCP

INBFRYE: BB N FRE@HE: Blowfish CBC, AES-128 CBC, AES-192 CBC, AES-256

CBC, AES-512 CBC FAfn=

Hash B#:: Hash SyE4R 4L 7 — R EREAAIEE 0 777, .45 SHAL1, SHA256, SHAS12,

MDS5 DY Fh 5y

TR I IR
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EE AR Ogm © =z
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TUN MTURE 1_55”_3;

TCPF M55 | |
TLSIEEATE | Disable "
EPHEENE

fEH LZO [E48: 5 F Bk FfESmddE 6/ LZO R4
ERMEIARSE: o e A e o
RWEFIWBIZ P o B A v i B 2 g
ARWEHR CN: FHHESEHARTESL CN

TUNMTU & E: &E#EEN MTU (&

TCP MSS: TCP %45 1) 55 K4 BER /N

TLS M tpdE: TLS (Z4ALHZ W INZE PRk 2 FF AES-128 SHA Al AES-256 SHA

B EERA . H17T 58 S — S i A
AR CAITE S [

NI CAES: RIS EAZE 5 AL CAIET
AR SBIRIE S

AFERI RS 2SIEF: AR5 250 LT
LT '

DH PEMIES

FRASSRRRAA: T TR
DH PEM iFH: Ak PEM iFH
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AECE

CCOREERIB LA
TLSLAES4R
IS REFRE

BAMOTCE : R4 2% A b &

CCD BARBRINHF: HALKI SRR
TLS NEFH: % E45)ZRVGEE Y]
IEPHAFIR: ME LR rIEEyE

OPENVPN % i

B4 831P/ 230 10.0.0.0 _

0 [ 1194] (FRi%: 1194)
BiERE [TUN »

Bk [upP v

hnaEirite | Blowfish CBC |

HashE & SHA1 v:

neiF 2R ¢ nsCertType ) O

FRE2E 1P / 4 FR: OPENVPN JIR55 281t IP thhl 5% 42

% H: OPENVPN %% 7 i i W iy i 11

BIERE: TUN---BHE, X TAP---PIHFE

HEE P UDP 1 TCP #hiX

AR E: BN AR S Blowfish CBC, AES-128 CBC, AES-192 CBC, AES-256
CBC, AES-512 CBC F.fiine

Hash #E: Hash HUEIRME T —Frbosi 2 IR 777, B45 SHAL, SHA256, SHASI12,
MDS5 P9 Ff 535

ns iEPRA: LG CEF ns IE A
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TUN MTUHRE 1500

TCP M55 . :
TLSNEEAFHE Disable 4
TLSLAEEESA

oS

2T Ra el

fEH LZO FE48: o a2t AL sddi 4/ LZo K434
NAT: JiFH a5 H NAT 28 Ihhe

F3926-DS 1 J 15 HH -3

(Fi+z: 1500)
(#+%: Disable)

TAP 4852 2] bro M#r L. 5 H8ZEF TAP 4652 2 bro P I

ZH TP Huhk: B ANHI OPENVN & 7 311 1P Huhlk
TUNMTU &% &.: % &iHiEHK MTU 8
TCP MSS: TCP 4 i Ko BoR

TLS M tpdE: TLS (Z4ALHZ W0 INZEFRiESZFF AES-128 SHA Al AES-256 SHA

TLS INEFH: a2 AL %8
BAMOACE : OPENVPN JIR 428 HAh 4 4 Mt B
FTRREHIRRG: HN H 8 I — LL B ph R

SHARCAIES

k‘_\_\.
iy

L PRIET

EFmERA

AFERR CAEH: IRFANE I AL CA IETS
AFBPEAET: % ImESS
B i
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ERRA Ktk
7E IPSEC TLIHI, 2o A& A1 IPSEC &4 L HRE
BEREAREE

&K xR B & vE -3

&#R: IPSEC R4 K
KA. YFT IPSEC LMK K Tfg
BRI SAnEE AT ARSIk 6] Sk R i R
RE: EAARIRS, BIL=Fh, RN P T
FKW: ZAOER R A i AR R 5
R 2SR O KSR, JRATET R R, AR
BN, EHCOAET, CHRMMZIEE.
B WTUSHZERATIOEAE, BRrAE DA, S R0O0MER. duiE. B LR,
M. ZAR e MRS RE, W IPSEC @il O, TREHERIE
Gt BOUZAERNIERS L, Bz )s, WREERCE AR, FEnEozEs:;
EEE: R ERIRER TR, RIS IE # R
ffifE: MR TEROIRESR, R EE T EEEARERN, s R miE g
SEAER WA, AL REIER.
Whn: ZIhRe TR —% IPSEC i%#:.

NN IPSEC EE B4 IPSEC &

RKEL: (EIZA HXT IPSEC B LA M DI REFEATIE#E,  H AT SCHFREE R 2 I D BE
P T AR ) Al 5545 DI E B A i 3

. |
SR [ Net-to-NetEHLERF v |
IPSECTHiE ®EPE OB

EREE. 2SR .

EREE
& i | B [
AV ANED VAN (] Rl '
e [ . BT

e Rt | BT

B HUbR R ZERE AR, AiME—;

R 3R, WNZAOERAE RGN AT EE R AR I, ¥ R IE T8 15 K 5
BEMA S

AN WAN 00 3l 1A S50 ik

RN X1 IPARA . QiR T BRE AR IR S5 um DhRe, %k A T 3
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AHFW: [PSec AHLLRA T W LT WIFERS, Fll: 192.168.1.0/24; WA R AL, M
IR TS

T M IPSec Mo CRA W S MRS, #il4n: 192.168.7.0/24; WK EHB, N
IR TS

AH ENSRRRF: WE AR, 7T RUR 1P KA
TWRENARRRF: WEX AR, 7T RUA 1P K34

Rl A HAE T ESAN (DPD) MIECEE R

x|

BAoPoiA [V _
EEIR 60 | CEby ggbirtiE 60 | ) 4fE | hold v

J P DPD Ryl 5275 B AN AE, TR
B IR (R BB 5 P AR (DPD) I [0 [
IR T I (DPD) NI [
BefE: B ERR ORI

BREE: A5 T IKE. ESP LU B A A .

BERR

sABERE Y

IKE s ~RES ¥ KEFEBH Rk ¥ IKEDH|vE MobE-olos
IKE %+ 49 o At

ESP i 3DES S R L

EsPEasiats g it

IKE+ESP: Use only proposed setkings.
O zassme =
£ i B ML EE(PFS)

Megotiate pavload compression

JBRREEE: 5, Wy DI E 2 — I BRI BRIE S, I, KR X G 1 B P s
IKE fn%: IKE M ine s =

IKE 588 IKE W B e B r £,

IKE DH /MH: DH 22 #e5ii:;

IKE A8 W& IKE MAEGRY, HAarbohs 8as, BiAH o;

ESP fi#: ESP [Nz 75X

ESP 55%44:. ESP 7B &,

ESP A . W& ESP WA AW, HurLA/NE A, BRIAA 05
KABEER: R, WO R A, o 3
SEFHMBIME: wWRITH, WEH PFS, A EH;

INEFH R 7T DR 77 ZE BRI 2 e UE BUGE, H At aeig Fat =% 07 0.
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3.345 GRE

GRE (Generic Routing Encapsulation, i H#% HE 25 HhGeE o HLL p 28 26 (1P
ANIPX) BIEAR IR OO AT B4, I SO 3t e (R SR A SCREREAE ) — NS Z P (ot TP
&%, GRE SR T Tunnel (FEiE) $iK, J& VPN (Virtual Private Network) 1% = JZ %
SERVISNE

GREREE

GREFE:E Qe Gas

i
-

B PPP v
HEWAN TP 120.42.46.98

FHEF M [192. 168.5.0/24 | (eq: 192. 158, 1.0/24)
TSP [200.200.200.1 |

HHEMEIP |200.200.200.5

HETTRD |255.255.255.0

W TREMNEE, HilkZ LR E 12 % GRE kg

RE: JaFAMRE)E LA E R GRE B%iE, 75 URERIEH 40T GRE p&iE
2R BRIE AR 30 MR

Hit: GREWk#, HEIH LAN M, FlPPP #&*5 1

X% WAN IP: i A\ GRE () WAN [ 1P Mkt

X FM: GRE Xt ® 1P, 4: 192.168.1.0/24

Xf 4 BEIE IP: X (1) GRE B%iE 1P

ABRF%IE 1P: A<ih GRE B%il IP Ml

A F PR AT RS

i
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fR¥&: JFJR/<H GRE fRiF
EHRRE: GRE PRI RIMECRIREL
HIRIAIME: GRE CRIEELAIE A FE
RIGCRME: ORI ISR
REi“E% GRE BB @7 UEFE GRE KfF 8

GRESEFIH |
i PPP 120.42.46. 98 152,168.5.0/24 200, ZDU 200.1 ZDD ZDD ZDD 5 255 255,255, D = 1] 0 ==
D
3.3.5 ‘&#4

3.3.5.1 BhkiE

AT LLR FH AR By K4, e Bl DEAF 52 (9 Internet #5384, DL PHIERE 4 Internet
R i BB e 3 i Y1 e of
B K 3R ER Y

Eo:xiSi

SPIRH b ® BA O =H

17 K A5 18 508 X 2% 22 A Wk I FEDIRZS I (SPT) AeF33E N 4% () Kicdi A idb A7 i 5, B
B ks Ry, EEEEA, SR . RAJEH T SPL;kiE, 7 Refd FH ALK K3 ThRe
I UEAREE . FH I WAN iR %%,

B M iR

[ sigHeE

[ ¥ Cookies

[ ®iE1ava applets
[ sigactivex

T PEARTE: [ H wan AR S 5% AT REFRAR I S 2 s, ik JE Proxy BB 44T R 4T wan
RIS ZRIOVTIR], B 1% R IRAE T H Proxy i JE B S ik LAEE H 1% Ih R
iT 78 Cookies: Cookies & Web Mk R A7 7E 78 H i B A EdE, 4 1&F0 Internet ¥4 2532 BB
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it 248 FH 2] Cookie. H.71% B IEME ST H cookies 1 I8 B 3%k AZE FH % D) fe
1L 3E Java Applets: WIHIEZE Java, WA RETCVRST FFE A Java T HBEFIM L, BdiZE%
HEJE H Java /N2 7o P8 BRI LAAE FHZ D RE -
I ActiveX: U1HRIEL ActiveX, WIATRETCIEIT HHEFH ActiveX T H4mFERIMITL, %
HIRHE S FH ActiveX Iy B %k DAZE A T RE
RH1E WAN 53R

H itk BwanO gk

PR 13 B wan OB 5153 (ping)

SHEIDENT C R0 113)

Block. WAMN SMMP access
FHIESR H WAN OB 4 ER (ping): ik H“BH 1L FE 4 Internet” i =R 55 IR TUAE, )5 A
ZINRE, AT B 118 1 X 2% 38 57 FoAth Internet FH ') Ping BCE AR, A5 258 A 7 56 v DA
ARG, X —IhReMERVCIRES N, &R ZEH AT LAV EE 44 Internet 3K .
138 IDENT@R O 113): 53X — T AE AT LU 113 3 150 T3 S8 (R A b X 28 2 A0 9 182 4% JEA T 409
IEFE S FRXT 113 o 3T I 98, B 2R X — D fg.
BHIE SNMP ] 1X—I)ReBH >k 3 )30 1) SNMP #4215 3K .

SERBEEUR, RlREFRE”, RETEES, B0 BUHSEh”, BOH AT E .

Impede WAN DoS/Bruteforce

Impede WAMN DoS/Bruteforce
[ Limit 55H Access

[ Limit Telnet Access

D Limit PPTP Server Access

D Lirnit L2TP Server Access

Limit SSH Access: ZIhREFR ] 1ok B8 # SSH V5 &K, X [E—A 1P &4 Bl i 2 #%
% 2 /) SSH ##HEiE R .
Limit Telnet Access: %ZINREMR I 1>k B3k ) Telnet U5 153K, X [E—A IP&0# R %
B2 2 4 Telnet IEREER .
Limit PPTP Server Access: 49 #4371 PPTP iR45 8%, ZINREFRH| T K E 8 M i) PPTP
ViR, X [F—A IP&R5r Bl e 24552 2 A~ PPTP E4E1E K
Limit L2TP Server Access: 3% #5857 L2TP R552%, 1ZThAEBR &I T Sk B =% 1) L2TP
ViE R, X F—AN PR Bl i 2 852 2 A L2TP EHE K .
HEEH

6 32 AT DA [T Internet SR H £, AFEENFHEH .
H&
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BUT T )3 DT
HESES: wE NI, TRk E2mHE.

IR
Em
EFH FH v
B8R BH v
EfEER BH v

MPAE 3 TR Bk R, XN EE SR H B, AR R,
EAHE
FR B i A 0 B A NI H S, BN HE AL

EAHZR

1583.60,49.59 (WY 4000 Accepked
1583.60.49.59 LCP 4000 Accepted
123.58,182.252 TP Ja54 Accepted
123.58.182.252 TP a4 Accepted
123,58, 182,252 TP a4 fccepted
123.58,182.252 TP Jag4 Accepted
123,58, 182,252 TR G54 Accepted
123.58,182.252 TCP 3554 Accepted
123.58,182.252 TCP G54 Accepked
123.58,182.252 TP a5 Accepted
153.60.49.59 LCP 4000 Accepted
153.60.49.59 LCP 4000 Accepted

4 H %
T B4 £ AR RO A BN F 2, Bt i L
el A%
BEURLP
192.168.1.163 122.228.241.6 Accepted
192.168.1.163 123.58.152.252 TCP WA Accepted
192.168.1,163 123.58,152.252 TCP WA Accepted
192.168.1.163 61,183.55.217 LDP S000 Accepted
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3.3.6  ViaI PR

3.3.6.1 WAN i
1 Internet 7 in] 52 1] 7 DARH 15 B 50 VRS 72 R 1Y Internet S A, 180T LA B R 2 PC 1
Internet 15 7] SN o
HEEE
B o S
& & =5
SHBE AR '

PCs A F e

O g TERE AN FIERTORT (] i Intern et .
© i

RIS I Fp g i i A FE 4 P AP T, dn e Beda e, W HE 4ar e 1 FE A 7E R e B
VB B 7 AT AT ELE X IR 555 Gn R age ik i€, 465 B L AR5 e b o 7 e o 1) B 0ot 4 R IRR) 3 14
Vil s AT LR B 10 2% Internet V5 7] 5 W& b 8K 72 1) PC TE4F 52 B 18] BE 7 7] 1 Internet AR 5% o
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